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EXECUTIVE 
SUMMARY 
As a technology leader, you oversee the driving force for business success. No matter the industry, size, 
or geography, companies separate from the pack by the strength of their tech. 

The problem is that technology is constantly changing. Keeping up is hard enough, but staying ahead 
can be impossible – particularly in areas of technology your organization has not yet deployed. As a 
result of this rapid pace of change, skills are in high demand, but supply is low. Particularly for the tech 
capabilities that your company will need to grow and compete in the future.  

Skillsoft can help give you the edge you need to empower your workforce to take advantage of rapid 
technology changes. This report, which captures the collective technology learning needs of 5 million 
users in companies of all sizes, industries, and geographies, is a first step in helping you identify the 
critical tech capabilities your organization will need. 

We know what is trending and why and are ready to partner with you. There’s no better time to tackle 
and close the skills gap in your organization. This report provides a taste of the resources and insights 
that will help illuminate areas to start upskilling your teams. 

Is your team future ready? Let’s find out. 

3

“Through 2022, 
insufficient cloud 
IaaS (infrastructure 
as a service) skills 
will delay half 
of enterprise IT 
organizations’ 
migration to the 
Cloud by two years 
or more. Today’s 
cloud migration 
strategies tend 
more toward 
“lift-and-shift” 
than toward 
modernization 
or refactoring. 
However, lift-
and-shift projects 
do not develop 
native-cloud skills. 
This is creating 
a market where 
service providers 
cannot train and 
certify people 
quickly enough to 
satisfy the need for 
skilled cloud 
professionals.” 

 GARTNER

https://www.gartner.com/smarterwithgartner/4-trends-impacting-cloud-adoption-in-2020/
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TECH SKILLS AROUND THE GLOBE

You may have a good idea where technology is headed, but how can you focus your team’s development to meet those trends? Our data looks at global 
learning consumption from February – October 2020. This gives a useful glimpse into worldwide trends in technology skills development, but Skillsoft 
can help your organization create the customized learning experience your team needs to stay ahead.

Security course hours grew 
by 77% in September and 
October, driven by Cloud 
Application  Security. 

Course Completions
•   Software Craft 34%
•   Infrastructure 20.5%
•   Data 12.7%
•   Security 12.25%
•   Cloud 10.6%
•   Programming 9.4%

India leads the globe in 
DevOps, which makes up 50% 
of their hours consumed in 
Software Craft. 

Course Completions
•   Software Craft 32%
•   Infrastructure 17%
•   Data 15%
•   Programming 15%
•   Cloud 13.7%
•   Security 5.92%

Over 50% of the data courses 
hours consumed in APAC 
are focused on Data Literacy 
concepts. 

Course Completions
•   Software Craft 24.50%
•   Data 22.72%
•   Infrastructure 18.60%
•   Cloud 13.73%
•   Security 13.25%
•   Programming 7.20% 

8 of the top 10 courses (hours 
consumed) are SQL - indicating 
a trend toward fundamental 
data science skills. 

Course Completions
•   Software Craft 27.22%
•   Infrastructure 21.45%
•   Data 16.49%
•   Programming 15.12%
•   Cloud 10.39%
•   Security 9.34%

INDIA

APACEMEA

NA

Source: Skillsoft Learner Usage Data, 2020.

Universally across the 
globe, 60-70% of learning 
needs are in Software 
Craft, Infrastructure, 
and Data.

Worldwide, Software Craft 
(fundamentally DevOps) is 
a greater learner need than 
Programming (15% higher 
on average). Indicating the 
processes & methodologies 
used in crafting software 
are a critical upskilling 
imperative. 

The remaining 30-40% 
vary by region. NA and 
APAC are focused more 
on Security, where EMEA 
and India are led by 
Programming.

The lower level for Cloud 
is not due to a lack of 
importance but suggests 
that most companies’ 
usage is limited to a 
smaller group within 
their workforces.

2/3rd

+15%

1/3rd

10-15%
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TECH SKILLS
IN THE
PANDEMIC 

As hiring new talent becomes increasingly impractical, organizations made the intelligent shift to 
upskilling and developing talent from within. As workforces transitioned to operating remotely, Skillsoft 
saw a dramatic increase in the number of learning hours compared to the previous year. Meanwhile, 
according to Indeed, new tech job postings were trending down at 36% below last year’s trend (through July).

THE INCREASING IMPORTANCE
OF SELF-PACED INSTRUCTION

Every remote work situation is different, and in the new normal, learners sought out options, from 
on-demand video courses or books, that matched their environment. More than ever, technologists 
embraced self-paced instruction, as demonstrated by sharp spikes in crucial areas such as DevOps, 
Infrastructure, and Security. 

“Being able to get 
deep insight into how 
[Skillsoft] customers 
are accessing and 
consuming learning 
content, and the 
topics that are being 
picked up is an 
important aspect in 
understanding where 
the market is moving 
from the point of 
view of topics and 
technologies.” 

IDC MARKET 
NOTE: SKILLING 

THE WORKFORCE 
DURING COVID-19

 

 

+52% 
INCREASE IN LEARNING HOURS 

50% 
OF TOP 20 COURSES WERE 
IN AGILE AND DEVOPS

-36% 
NEW TECH JOB POSTINGS

6.3% 
INCREASE IN HOURS 
CONSUMED FOR SECURITY COURSES

3X  
COMPLETION RATE FOR NETWORKING/
INFRASTRUCTURE COURSES VS PRIOR YEAR

6.5M 
USER VISITS

6
Source: Indeed Hiring Lab, Tech Sector Feeling COVID-19’s Economic Pain. 
Source: IDC Market Note: Skilling the Workforce During COVID-19.
Source: Skillsoft Learner Usage Data, Feb-April 2020.

UPSKILLING > HIRING
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LIVE LEARNING IN A REMOTE WORLD
At the same time, live or on-demand Bootcamps were still an increasingly valuable way to learn. Even 
in a virtual environment, live learning still plays an essential role in addressing skills gaps or helping to 
prepare for certification exams. Technologists attended Bootcamps to either accelerate skills growth in 
a group ahead of a deadline or to jumpstart self-paced instruction by joining the blocked time periods 
throughout the workweek. 

Skillsoft live Bootcamps have been incredibly well-received, with a dramatic increase in 2020 attendance. 
Learners often cite the ability to interact with peers virtually, watch recordings, or just the quality of the 
instructors themselves. “This course was 

given with a level of 
professionalism and 
efficiency not always 
achieved in training 
courses… The 4-day 
format with 
11 am - 3 pm time was 
amazing, allowed me 
to truly minimize the 
impact on my work 
responsibilities as I 
was able to schedule 
around it… Truly 
I cannot think of 
anything to make this 
course better.” 

 COMPTIA 
SECURITY+

 BOOTCAMP 
ATTENDEE

7

21,000+ 200% 71
LEARNERS 
ATTENDED 
A LIVE 
BOOTCAMP 
IN 2020

GROWTH IN 
BOOTCAMP 
ATTENDANCE 
FROM 
PRIOR YEAR

AVERAGE NPS 
SCORE 
FOR 
BOOTCAMPS

TOP 10 BOOTCAMPS BY NPS

#1   COMPTIA SECURITY+ (83)

#2   PMP EXAM (79)

#3   MICROSOFT AZURE FUNDAMENTALS (79)

#4   DATA WRANGLING WITH PYTHON (77)

#5   UNDERSTANDING BIAS IN DATA (76)

#6   INTRO TO SCRUM FOR THE TEAM (74)

#7   CISSP (74)

#8   AGILE PROJECT MANAGEMENT (72)

#9   AWS CLOUD PRACTITIONER (71)

#10   MOBILE DEVICE MANAGEMENT USING MICROSOFT 365 AND 
          ENDPOINT MANAGER  (71)

Source: Skillsoft Bootcamp Data, 2020.
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If there is one industry that absolutely demands 
skills agility, it is IT. With technology changing 
at such a rapid pace and digital transformation 
becoming a critical factor in every type of 
organization, IT functions across the globe are 
presented with the realization that they can no 
longer be reactive to technological advancements. 
The name of the game is proactivity in developing 
a roster of IT professionals who continually 
upskill and reskill.  

When Richard Elliott—Head of IT 
Transformation, Digital Services—arrived at 
the University of Auckland, the IT function 
understood they needed to change. Through a 
process of external benchmarking and internal 
customer dialogue, the function’s leadership 
understood the need to respond more proactively 
to technological advances, rapidly pivot to 
changes in demand and establish the growth 
mindset necessary to stay ahead of the curve. 
While a new organizational structure and 
adoption of new processes, tools and techniques 
were needed, the most critical change that was 
identified called for a change in mindset.

With the active sponsorship of a new CTO—who 
also understood the need to place people and 
capability at the heart of the transformation — 

“I had to show 
stakeholders where 
we needed to take 
the organization 
and presenting data 
isn’t enough… If you 
achieve the right 
mindset shift and 
equip your people 
with the right tools, 
it’s incredible what 
can be achieved.” 

RICHARD ELLIOTT
HEAD OF IT 

TRANSFORMATION,
DIGITAL SERVICES,

UNIVERSITY 
OF AUCKLAND

8

CASE STUDY 
GROWTH MINDSET
AND SKILLS AGILITY

Richard set out to change the culture of the IT 
function. As a statement of intent, the group was 
renamed to “Connect.” New values were identified 
and agreed upon – promoting curiosity, generosity 
and the empowerment of both oneself  and others. 

He placed a heavy emphasis on the need for a 
roster of IT professionals who had a fundamental 
knowledge of the tech space, but also the ability 
to address skills gaps and pivot quickly to stay 
ahead of the ever–changing tech space. And while 
skills are important, the culture and attitude 
of the entire staff were equally critical. Just as 
the employees needed to be able to pivot and 
adapt, leadership needed to change how they 
supported professional development and deviate 
from traditional command/control styles of 
leadership. Richard’s passion greatly influenced 
the stakeholders’ buy-in. 

Connect’s IT professionals are increasingly 
adopting a mindset focused on growth, fostering  
a culture of learning and talent agility and 
resulting in more engaged and productive 
teams. The group tackles objectives with leaner,     
Scrum-based squads and utilizes cross-functional 
delivery to create more value, more quickly to 
their customers.  
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SECTION II 
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& PREDICTIONS
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•   Software Craft
•   Programming
•   Data 
•   Security
•   Cloud
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2020 TECHNOLOGY AND DEVELOPMENT TRENDS
AND 2021 PREDICTIONS

Our objective is to provide clear directional signals for leaders making investment decisions about learning 
priorities in 2021 in these major technologies:

   Software Craft
   Programming
   Data
   Security
   Cloud

For each technology, we spotlight what is trending and why. These trends may prompt you to question if 
your organization is ready to catch the wave. Like many learning organizations, you may be seeking answers 
to questions like these:

Subject matter experts provide predictions for 2021. Each viewpoint will give you a glimpse into the crystal 
ball of respected authority.

As leaders in tech, you’ll want to know a few suggested skills to build. We identify three as starters for each 
technology. The options are vast, and the bench is deep to meet the requirements and preferences of today’s 
remote learners.

After this section, you’ll find a self-assessment approach to help you measure how well-prepared your 
organization is to capture the advantages and benefits of the trends.

We hope the following 2020 technology and development trends and 2021 predictions give you useful 
insights and support your planning.

1   What are experts predicting for 2021?
2   What are the most important skills to develop?
3   How strong are the directional signals for each technology?
4   Do we need to maintain our current level of learning, 
      upskill, or double down??

10
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SOFTWARE CRAFT

SIGNAL
Software is more agile, automated, and Cloud-based to support remote work and smart devices.

THE TECHNOLOGY
Software Craft includes process management, architecture, platforms, methods and models, and tools to 
build, test, deploy, and maintain systems and services. Agile methods are a vital component to successful 
development teams, and DevOps helps break down organizational barriers. Software technology is 
adjacent to Cloud, programming, and data technologies. 

In the Cloud, software development is less dependent on hardware infrastructures, which boosts 
automated testing and release deployment for continuous and seamless integration across platforms. 
Open source has become a first-choice solution. Site Reliability Engineering (SRE) has burgeoned to 
bolster building resilient, fast, and durable systems.

SUGGESTED SKILLS TO DEVELOP:
   Enterprise Architectures & Patterns.
   Continuous Integration & Continuous Deployment.
   Testing and Automated Testing. 
   Agile and Scrum. 

TOP 10 SOFTWARE CRAFT 
COURSES (HOURS CONSUMED)
#1   ADVANCED DEPLOYMENT (DEVOPS) #1   CI/CD BEST PRACTICES: APPLYING AUTOMATED TESTING

#2   AGILE SOFTWARE TESTING: METHODOLOGIES  
        AND TESTING APPROACHES

#2   TEST AUTOMATION: AUTOMATED SOFTWARE TESTING

#3   AGILE SOFTWARE DEVELOPMENT: 
        AGILE DEVELOPMENT LIFE CYCLE

#3   DEVOPS TESTING AND DELIVERY

#4   AGILE SOFTWARE DEVELOPMENT METHODOLOGIES

#4   END-TO-END AUTOMATED TESTING: END-TO-END      
         TESTING IMPLEMENTATION

#5   MANAGING AGILE SOFTWARE DEVELOPMENT
#5   DEVOPS METHODOLOGIES AND DEVELOPMENT

#6   AGILE SOFTWARE DEVELOPMENT - SCRUM
#6   THE LANGUAGE OF DEVOPS: DEVOPS TOOLS 
        & PROCESSES

#7   DEVOPS WITH ANSIBLE: OVERVIEW #7   DEVOPS AGILE DEVELOPMENT: DEVOPS 
        METHODOLOGIES FOR DEVELOPERS

#8   SOFTWARE TESTING FOUNDATION 2018: 
        FUNDAMENTALS #8   THE LANGUAGE OF DEVOPS: DEVOPS PRINCIPLES 

        & PRACTICES
#9   AGILE FOR SOFTWARE DEVELOPMENT: LEAN AGILE 
        & SCRUM METHODOLOGIES #9   DEVOPS MANAGEMENT AND CAPABILITIES

#10   ANSIBLE: ANSIBLE FOR DEVOPS PROVISIONING #10   SOFTWARE TESTING FOR DEVOPS: DEVOPS TEST TOOLS

TOP 10 DEVOPS COURSES 
(HOURS CONSUMED)

Source: Skillsoft Learner Usage Data, 2020.

SIGNAL
STRENGTH

MAINTAIN
Maintain the current 
high level of investment 
in software skills.
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2020 TRENDS
Tech infrastructure modernization leads to new methods of Software Craft: Legacy applications and 
infrastructures are more rapidly disappearing because the cost of maintaining them exceeds their value. 
Technology infrastructure and software are finally getting a long-overdue modernization. Innovative 
apps pivot as they self-correct and improve as they learn.

Agile practices and microservices architectures coalesce: Agile methodology is demonstrating the 
virtues of simple, customer-driven, and fast solutions to software challenges. Microservices punch 
above their weight, rapidly delivering benefits as companies look for more agility and nimble processes. 
Microservices are the agile alternative to monolithic architectures.

DevOps & Systems Engineering evolve to enable IoT devices and Edge computing: DevOps and 
Systems Engineering are evolving to support smart everything, from personal speakers to TVs, 
appliances, thermostats, and homes. Gadgets and devices share the same requirements and engineering 
as innovative apps to ensure reliable and secure connectivity at the edge.

SOFTWARE CRAFT VIEWPOINTS: 2021 PREDICTIONS
Skillsoft predicts:

   Shift to remote work will be long-lasting, requiring technology stack, job role, and 
     skills adjustments. 

   Open source is a legitimate first choice for new projects, products, and companies. 
   Advances in automated testing will improve software performance and resilience. 

“Software 
development in 
the Cloud gives 
developers freedom 
to innovate. AI is a 
marvelous catalyst.” 

AXLE BARR,
IT INSTRUCTOR 

AND COURSEWARE 
DEVELOPER

TOP 10 IN-DEMAND SOFTWARE 
CRAFT SKILLS (BY SEARCH)

Source: Skillsoft Learner Usage Data, 2020.

#1   SOFTWARE PRODUCT/PROJECT MANAGEMENT

#2   AGILE

#3   TESTING

#4   AUTOMATION

#5   DEVOPS FUNDAMENTALS

#6   DESIGN PATTERNS

#7   .NET DESIGN/COMPONENTS

#8   CONTAINERS

#9   PRODUCT QUALITY

#10   CROSS-PLATFORM

“Remote work 
requires durable skills 
that are grounded 
in proven DevOps 
practices.” 

MIKE 
HENDRICKSON, 
VP, TECH & DEV 

PRODUCTS



LEAN INTO TECH: 2020 TECH SKILLS TRENDS & PREDICTIONS 13

SIGNAL
New languages and frameworks embrace specialization and deliver productivity benefits.

THE TECHNOLOGY
Programming is the mastery of languages and frameworks to create durable code. Boutique languages fill 
niches while legacy languages remain relevant with new artificial intelligence (AI) and machine learning 
(ML) capabilities. Trending languages are optimized for their portion of the software stack.

People who never thought they could program are leaning in because of interpretive languages. 
Achieving competency requires a long-term commitment to learning and hands-on experience. The art 
of programming is developing the confidence to apply new technologies to the challenges at hand.

SUGGESTED SKILLS TO DEVELOP:
   Programming language and frameworks for data wrangling and analytics.
   Programming language and frameworks for full-stack development (front end and back end).
   For Microsoft users, platform-specific frameworks. 

 

TOP 10 PROGRAMMING 
COURSES (HOURS CONSUMED)

#1   JAVA SPRING: CREATING WEB APPLICATIONS 
       USING SPRING MVC

#2   MICROSOFT POWERSHELL FOR WINDOWS:    
        GETTING STARTED WITH POWERSHELL

#3   PYTHON: THE BASICS

#4   DEVELOPING THE USER EXPERIENCE IN ASP.NET MVC

#5   INTRODUCTION TO R PROGRAMMING

#6   GETTING STARTED WITH PYTHON: INTRODUCTION

#7   THE DJANGO FRAMEWORK

#8   JAVASCRIPT ESSENTIALS: GETTING STARTED

#9   JAVA SPRING: ANNOTATION CONFIGURATION AND    
        JAVA CONFIGURATION IN SPRING

#10   SCRIPTING & ADMINISTRATIVE TASKS

TOP 10 IN-DEMAND PROGRAMMING 
LANGUAGES (BY SEARCH)

Source: Skillsoft Learner Usage Data, 2020.

SIGNAL
STRENGTH

UPSKILL
Invest in learning new 
programming skills and 
retraining mid-career 
programmers.

#1   PYTHON

#2   JAVA

#3   C

#4   SCRIPTING/MARKUP (HTML, XML, RUBY, ETC.)

#5   JAVASCRIPT

#6   .NET

#7   R

#8   SCALA

#9   PHP

#10   SWIFT

PROGRAMMING
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2020 TRENDS 
Python is driving the democratization of data: Python is the fastest-growing and most popular 
programming language and with good reason. This object-oriented, interpretive language is easy 
to learn and quickly build a moderate level of competence. Python is powerful for data wrangling 
and extracting insights from analyzing large data sets. Python is available to all and is driving the 
democratization of data.

Thriving languages are more fit for purpose: Thriving languages are more optimized and fit for 
purpose. Programming is less monolithic and more Cloud-focused, and microservices-driven. 
Programming is at a crossroads as career paths are changing based on learning new skills.

Open source enables programmers to crowdsource solutions to common problems: Open source 
libraries and repositories enable programmers to crowdsource solutions to common challenges. 
Talented programmers around the globe are eager to weigh in and offer recommendations freely. 
Building code from scratch isn’t a virtue. Collaboration softens the talent shortage.

PROGRAMMING VIEWPOINTS: 2021 PREDICTIONS
SKILLSOFT PARTNER LOONYCORN 
Janani Ravi predicts:

   Advantages of ML will accelerate Python growth. 
   Greater acceptance of mid-career retraining as the path to technology and development 

     career growth. 
   Focus on developing robust applications using proven languages such as Java. 

“Programming is 
becoming a life skill 
everyone needs in 
order to visualize data 
and gather insights.” 

JANANI RAVI, 
CO-FOUNDER 

OF LOONYCORN 
AND SKILLSOFT 

INSTRUCTOR

TOP 10 IN-DEMAND PROGRAMMING 
SKILLS (BY SEARCH)

Source: Skillsoft Learner Usage Data, 2020.

#1   FRONT-END DEVELOPMENT

#2   DESIGNING & USING APIS

#3   PROGRAMMING FUNDAMENTALS

#4   FULL-STACK DEVELOPMENT

#5   OBJECT-ORIENTED PROGRAMMING

#6   MOBILE DEVELOPMENT

#7   SERVER-SIDE PROGRAMMING

#8   AUTOMATED TESTING

#9   PROGRAM DESIGN

#10   CONCURRENCY
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SIGNAL
Increase data literacy in all job roles like your survival depends on it.

THE TECHNOLOGY
Data technology spans the infrastructure and services required to collect, store, secure and access data 
in all forms. This technology is adjacent to Cloud and Security technologies because of the need to mine 
data remotely and mitigate risks of intrusions that may compromise data integrity. 

Data technology supports analytics to manipulate data to gather insights and investigations of full 
data sets for their predictive capabilities. Decision making job roles include Data Scientists and Tech 
leadership roles (director and above).

SUGGESTED SKILLS TO DEVELOP:
   Data wrangling with Python programming.
   Data analytics.
   Data security fundamentals. 

 

TOP 10 DATA COURSES 
(HOURS CONSUMED)

#1   INTRODUCTION TO SQL

#2   ORACLE DATABASE 12C: ENTERPRISE 
        MANAGER CLOUD CONTROL (UPDATE AVAIL.)

#3   DATA GATHERING

#4   GENERIC DATABASE FUNDAMENTALS:                            
        ARCHITECTURE AND NORMALIZATION CONCEPTS

#5   MICROSOFT SQL SERVER 2016: AUDITING

#6   SQL SERVER DATABASE FUNDAMENTALS: 
        DESIGN PRINCIPLES AND DATA MANIPULATION

#7   HADOOP HDFS: WORKING WITH FILES

#8   HADOOP CLUSTER AVAILABILITY

#9   THE BIG DATA TECHNOLOGY WAVE

#10   POWER BI: GETTING STARTED WITH DATA ANALYTICS

TOP 10 IN-DEMAND DATA 
SKILLS (BY SEARCH)

#1   DATABASE PROGRAMMING & ADMIN

#2   ANALYTICS TECHNIQUES

#3   FUNDAMENTALS

#4   MACHINE/DEEP LEARNING

#5   PROCESSING

#6   ARTIFICIAL INTELLIGENCE

#7   VISUALIZATION

#8   STREAMING/REAL-TIME

#9   CLUSTERING

#10   WAREHOUSE ARCHITECTURES

Source: Skillsoft Learner Usage Data, 2020.

SIGNAL
STRENGTH

DOUBLE DOWN
Invest strongly in 
data skills. 

DATA
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2020 TRENDS 
Expand data literacy training and build citizen data scientists: Organizations are committing to 
expand data literacy to build citizen data scientists as a means of survival. Decisions are increasingly 
data-driven. Professionals require the confidence to know they are asking the right questions to achieve 
business objectives. Understanding data is a foundational skill.

Data-wrangling to unlock insights from an organization’s assets: Data literacy is programming 
and tools agnostic. Data wrangling, a common term for mining, manipulating and analyzing data, 
can be performed outside of data science job roles with easy to learn and master toolkits. Data savvy 
organizations are giving professionals the freedom to explore data.

Tell a transformational story to connect more intimately with a customer: The volume of 
unstructured data (text, video, voice or social media) is exploding. Organizations are seeking sales and 
marketing insights to respond to competitive threats. Communications skills are essential to tell a 
transformational story with conviction to drive cross-organization change.

DATA VIEWPOINTS: 2021 PREDICTIONS
SKILLSOFT PARTNER DATA SOCIETY
Data Society predicts:

   Organizations will intensify investments to secure data storage and remote access. 
   Ownership rights to personal data will make headlines, but not meaningful regulation. 
   Social responsibility for reducing bias in data gains momentum. 

“Data literacy across 
non-technical job 
roles is required to 
build a sustainable 
business.” 

MERAV 
YURAVLIVKER, 

CEO AND 
CO-FOUNDER, 
DATA SOCIETY

TOP 10 ML / AI COURSES 
(HOURS CONSUMED)

#1   INTRODUCTION TO ARTIFICIAL INTELLIGENCE

#2   ARTIFICIAL INTELLIGENCE: BASIC AI THEORY

#3   INTRODUCTION TO MACHINE LEARNING AND 
        SUPERVISED LEARNING

#4   AI AND ML SOLUTIONS WITH PYTHON: MACHINE       
        LEARNING AND DATA ANALYTICS

#5   MACHINE LEARNING

#6   MACHINE & DEEP LEARNING ALGORITHMS:    
        DATA PREPARATION IN PANDAS ML

#7   ENTERPRISE SERVICES: MACHINE LEARNING 
        IMPLEMENTATION ON GOOGLE CLOUD PLATFORM

#8   BUILDING ML TRAINING SETS: INTRODUCTION

#9   ARTIFICIAL INTELLIGENCE: TYPES OF ARTIFICIAL INTELLIGENCE

#10   MACHINE LEARNING & DATA ANALYTICS

Source: Skillsoft Learner Usage Data, 2020.
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SIGNAL
Cybersecurity intrusions are more frequent and the perils more harmful.

THE TECHNOLOGY
Security includes the skills, methods, and techniques to mitigate threats and defend enterprise 
infrastructure against attacks. Everyone associated with computing is a target. Attackers just need to 
exploit one vulnerability while organizations need to defend against all of them. This isn’t a fair fight.

Privacy, intellectual property, public safety, and the core of our social fabric are all at risk. Cybersecurity 
relies on people as much as it does technology. Cybersecurity is a cross-organizational responsibility. 
Security is adjacent to all technologies and core to all job roles.

SUGGESTED SKILLS TO DEVELOP:
   DevOps and CloudOps Security features, methods, and techniques.
   Basic understanding of security principles.
   Hands-on practical experiences that challenge and test newly acquired knowledge. 

 

TOP 10 SECURITY COURSES (HOURS CONSUMED)

#1   CLOUD APPLICATION SECURITY #6   COMPTIA SECURITY+ SY0-501: CRYPTOGRAPHY

#2   COMPTIA SECURITY+ SY0-501: WIRELESS
        SECURITY SETTINGS

#7   COMPTIA SECURITY+ SY0-501: 
        TROUBLESHOOTING COMMON SECURITY ISSUES

#3   COMPTIA SECURITY+ SY0-501: PUBLIC KEY 
        INFRASTRUCTURE

#8   SY0-601 - COMPTIA SECURITY+: IMPLEMENTING 
        CYBERSECURITY RESILIENCE

#4   COMPTIA CYBERSECURITY ANALYST+ CS0-001:
        REDUCING VULNERABILITIES

#9   COMPTIA CYBERSECURITY ANALYST+ CS0-001: 
        INVESTIGATE SECURITY INCIDENTS

#5   CISSP 2018: (ISC)² AND SECURITY FUNDAMENTALS #10   CERTIFIED ETHICAL HACKER - CEHV10: FOOTPRINTING

Source: Skillsoft Learner Usage Data, 2020.

SIGNAL
STRENGTH

DOUBLE DOWN
Invest strongly in 
security skills. 

SECURITY
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2020 TRENDS 
Organizations are failing to configure Security into Cloud deployments: Public Cloud infrastructures 
are secure yet highly vulnerable at the same time. Organizations are failing to configure security 
protections and protocols to protect login credentials, encrypt sensitive data, and secure rapid releases 
of new apps or updates that can take place daily or hourly.

Persistent threats growing more sophisticated: Persistent threats are becoming more sophisticated as 
new larger threats loom. The C-suite is victim to phishing attacks. Deep-fake emails seem too realistic 
to deny. Smart devices at the edge of networks expose personal data and compromise privacy.

Ransomware becomes deadly: Commodity malware has a marketplace where blockchain technology 
obscures transactions. City governments and schools held hostage by ransomware cannot afford 
payoffs. Ransomware turns deadly as hospitals cannot meet the critical healthcare needs of patients.

SECURITY VIEWPOINTS: 2021 PREDICTIONS
SKILLSOFT PARTNER SECURITY INNOVATION
Security Innovation predicts:

   Organizations will encourage ‘Cyber Champions’ who support basic security principles. 
   A return to ‘threat-modeling’ to identify risks and exposures to security. 
   Hands-on practical experiences will reinforce learning and improve security literacy. 

“Apply what we 
learned about 
COVID-19 protection 
to security: trust 
cautiously, sanitize 
frequently, share 
carefully and cover 
exposures.” 

ED ADAMS, 
CEO SECURITY 

INNOVATION
TOP 10 IN-DEMAND SECURITY 
SKILLS (BY SEARCH)

Source: Skillsoft Learner Usage Data, 2020.

#1   INFORMATION DATA SYSTEMS

#2   SECURITY FUNDAMENTALS

#3   CYBEROPS

#4   PHISHING DEFENSIVE STRATEGIES

#5   CLOUD SECURITY

#6   THREAT INTELLIGENCE

#7   INFORMATION SYSTEMS SECURITY 

#8   APPLICATION SECURITY

#9   INFRASTRUCTURE SECURITY

#10   ETHICAL HACKING
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SIGNAL
Cloud adoption is essential for sustainability and no longer an option.

THE TECHNOLOGY
Cloud technology reduces dependency on the physical infrastructure layer for programming decisions. 
Applications (apps) can be built in any language with any toolkit. Pay-as-you-go usage-based 
payment models make Cloud systems highly efficient, scalable, and cost-effective compared with          
on-premises alternatives.

Cloud is adjacent to security and data technologies. Industry analysts estimate Cloud growth to be 30% 
in 2021. Driving this growth are new native Cloud apps and the migration or modernization of legacy 
apps to capture Cloud advantages. Cloud is becoming fundamental to competitiveness elasticity.

SUGGESTED SKILLS TO DEVELOP:
   Cloud infrastructure: standing up databases, networks, and virtual machines.
   Native Cloud app development and modernization of legacy systems for the Cloud.
   Public Cloud platform-specific knowledge. 

 

TOP 10 CLOUD COURSES (HOURS CONSUMED)

#1   AWS CLOUD PRACTITIONER 2019: AWS ACCESS 
       MANAGEMENT

#6   CLOUD COMPUTING FUNDAMENTALS: INTRODUCTION

#2   AZ-104 - MICROSOFT AZURE ADMINISTRATOR:  
        MANAGING AZURE VIRTUAL MACHINES

#7   CLOUD COMPUTING FUNDAMENTALS: MIGRATING 
        TO THE CLOUD

#3   AZURE FUNDAMENTALS: CLOUD COMPUTING
#8   CREATING AND CONFIGURING VIRTUAL MACHINES 
        IN VMWARE WORKSTATION 11

#4   AZURE FUNDAMENTALS: STORAGE COMPONENTS #9   DEPLOYING APPLICATIONS TO MICROSOFT AZURE    
        SQL DATABASES

#5   CCSP 2019: SECURE CLOUD COMPUTING #10   MICROSOFT AZURE: INTRODUCTION

Source: Skillsoft Learner Usage Data, 2020.

SIGNAL
STRENGTH

UPSKILL
Invest in Cloud 
infrastructure 
and application 
modernization skills.

CLOUD
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2020 TRENDS 
Public Cloud is the trusted alternative to on-premises computing: Cloud technology drives the 
democratization of computing resources. Every organization can derive the same efficiency and 
scalability benefits of Cloud. Public Cloud surpasses other models as the trusted alternative for securing 
data inside the firewall. Public Cloud security is unrivaled.

Application modernization for Cloud is rejuvenating legacy applications: Cloud boundaries are 
being stretched by data scientists advancing neural networks, but the most significant ROI comes 
from application modernization. Software developers are driving value for their organizations by not 
just lifting and shifting apps to the Cloud but reimagining them. CloudOps is emerging and taking 
advantage of the best practices of DevOps.

Artificial intelligence (AI) and machine learning (ML) build blocks for Cloud innovation: AI and ML 
are building-block technologies that inspire innovation for the Cloud. AI tools support data-wrangling, 
backed by limitless Cloud compute power. New insights from ML systems inform decisions with data 
and evidence. Both AI and ML are game-changing and differentiate Cloud.

CLOUD VIEWPOINTS: 2021 PREDICTIONS
SKILLSOFT PARTER WINTELLECT
Wintellect predicts:

   Continued consolidation around Public Cloud providers: Microsoft, Amazon and Google. 
   Value creation and ROI will be the drivers of Cloud investments. 
   Tech organizations will expand Cloud adoption because the cost savings are huge. Retraining 

     and reshaping job roles will be critical to success. 

“If we ever cure 
cancer, it will 
be because of 
breakthroughs driven 
by AI and ML in the 
Cloud.” 

JEFF PROSISE, 
CO-FOUNDER AND 
CTO, WINTELLECT

TOP 10 IN-DEMAND CLOUD 
SKILLS (BY SEARCH)

Source: Skillsoft Learner Usage Data, 2020.

#1   AZURE

#2   AWS

#3   GOOGLE CLOUD

#4   CLOUD FUNDAMENTALS

#5   ORCHESTRATION (KUBERNETES)

#6   OTHER CLOUD PLATFORMS

#7   CLOUD INFRASTRUCTURE

#8   COMPUTE RESOURCES

#9   CLOUD MIGRATION

#10   VIRTUALIZATION
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New products require new skills. 

When Comscore’s new Chief Product Officer 
(CPO) introduced a long-term strategy for new 
and existing products, a skills gap was unveiled. 
Specifically, many employees were familiar with 
JavaScript programming language but not with 
Python, which the company deemed a critical  
skill going forward. Additionally, significant 
staffing changes in 2019 reduced Comscore’s 
then existing certification capabilities for 
platform administration. Concurrently, the new 
CPO’s project roadmap created the need to  
upskill employees in project-driven and 
developer certifications. 

After determining that there was a need to 
upskill employees in-house in Python and other 
high-demand skills, the company’s Senior Vice 
President of project engineering met with its 
Director of Learning to discuss certification 
resources and strategies. The company already 
had access to Skillsoft learning content, such as 
videos, courses, books, audiobooks, and practice 
labs. Using these resources as a template, 
Comscore’s Senior Vice President and its 
Director of Learning were able to build Python 
certification training materials that would 
eventually become the foundation of the award 
winning Comscore Gold Star Learning Program.

To ensure widespread adoption of the program, 
the company built a dedicated webpage in 
the technology section of its intranet prior 

“Staying innovative 
is a core value for 
Comscore and 
we have taken a 
proactive stance to 
curate course content 
to reinforce this  
value. Our effort taps 
into employees’ desire 
to continuously grow 
professionally and 
personally and has 
been enthusiastically 
received by our 
teams.” 

KAREN RANDISI, 
VICE PRESIDENT, 

ENGINEERING 
MANAGEMENT 

& OPERATIONS, 
COMSCORE
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CASE STUDY 
3000% ROI ON TECH 
SKILLS PROGRAM

to an all-technology company meeting where 
it was introduced. The webpage included an 
introductory video and an explanation of the 
areas where upskilling was most in-demand and 
how these additional skills related to the CPO’s 
product strategy.

Additionally, links to 12 critical learning paths 
and 3 non-critical learning paths were listed. 
The company further increased adoption by 
using gamification to motivate participation. 
The webpage was updated with weekly progress 
statistics to allow employees to view overall 
progress and to have the opportunity to access 
leaderboards to track individual growth. 
Incentives such as gold star badges and branded 
t-shirts, which could be worn in-office, were also 
introduced as rewards for employee time and 
commitment. These employees were selected for 
special projects and promoted as they became 
proficient in high-demand areas.

Key benefit areas realized as a result of the 
success of Comscore’s Gold Star Learning 
Program include avoided certification costs, 
reduced personnel costs, and employee skills gain. 

Nucleus Research Analysts Trevor White and 
Evelyn McMullen, who conducted this report, 
found that by leveraging Skillsoft learning content 
to build out its Gold Star Learning Program, 
Comscore achieved an ROI of 3114% in less than 
one month.
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SECTION III 
CONCLUSION

LEAN INTO TECH: 2020 TECH SKILLS TRENDS & PREDICTIONS
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BUILD FUTURE READY TEAMS
Most technologists know that to take advantage of rapid tech changes, they must take on a proactive 
learning mindset.

As we approach the start of a new year, it is time to evaluate our teams’ talent and how they match up 
against the latest developments in the tech world and your organization’s critical needs. 

At Skillsoft, we believe every person has the potential to be amazing. Our mission is to help organizations 
use the power of learning to build a more motivated, skilled, future-fit, and resilient workforce.

SO, IS YOUR TEAM FUTURE READY?
Consider and answer these questions to assess your organization’s readiness to advance.

TECHNOLOGY
           Which technology is the highest priority for your organization?
           Do you have adequate resources in your highest priority technology?
           What is your organization’s strength in this technology? Weakness?

SIGNALS
           Which technology signals resonate the strongest with your organization?
           Is your organization investing in the suggested signal strength?
           Does the signal confirm your organization’s path or suggest a course correction?

TRENDS
           Is your organization in sync with the technology trends?
           Which trends will you pursue? Take a pass?
           Is your organization a trend setter or follower? Does it matter in your industry?

PREDICTIONS
           How prepared is your organization for incremental change in 2021? Radical change?
           Which prediction will you seek resources to pursue and why?

RISKS
           Have you assessed the risk factors from failing to capture a trend?
           Which risk factors are most concerning to you?
           Which risk factors would be most concerning to your senior management?

SKILLS 
           Does your organization have a learning culture?
           Does your organization have a learning plan to address skills gaps?
           Can you develop the talent you need to catch the wave of technology trends?
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ABOUT 
SKILLSOFT

 
organizations unleash their edge. Leveraging immersive, engaging content,  

 
their people Ñ and build teams with the skills they need for success.  

through an intelligent learning experience and a customized, learner-centric  
approach to skills development with resources for Leadership Development,  
Business Skills, Technology & Development, Digital Transformation,  
and Compliance.
 

including many Fortune 500 companies. The company features three award- 
 

learning content, the Percipio intelligent learning experience platform, and the 

the entire employee lifecycle. 

Learn more at 

SKILLSOFT.COM

linkedin.com/company/skillsoft

facebook.com/skillsoft

twitter.com/skillsoft

skillsoft.com

US 866-757-3177

EMEA +44 (0)1276 401994  

ASIA +65 6866 3789 (Singapore)  

AU +61 2 8067 8663

FR +33 (0)1 83 64 04 10 

DE +49 211 5407 0191

NZ +64 (0)21 655032

–

IN +91 (0) 40 6695 0000

http://www.skillsoft.com
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